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DETAILED ACTION 
Claim Status 

Claims 13-33 are pending in this office action, claims 1-12 are canceled and 
claims 13-33 are newly added. 

Applicant's arguments with respect to claims 1-12 have been considered but are 
moot in view of the new ground(s) of rejection. 

Rejections 

The text of those sections of the Title 35, U.S. Code not included in this action 
can be found in a prior Office Action. 

Claims 13-26 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
U.S. Patent No. 5,917,915 to Hirose in view of U.S. Patent No. 5.539,827 to Liu. 

Referring to claim 13, Hirose teaches a method for decrypting an encrypted 
digital data file, comprising receiving the encrypted data file [figure 1 . DATA 
RECEIVING APPARATUS 6]. 

Hirose does not teach a method for decrypting an encrypted digital data file, 
comprising: 

• decrypting a portion of the received data file while leaving the remaining portion 
of the data file encrypted. 
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However, Liu discloses a method for decrypting an encrypted digital data file, 
comprising: 

• decrypting a portion of the received data file while leaving the rennaining portion 

of the data file encrypted [column 9. lines 51-521. 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to apply Liu's teaching of partial decrypting to the system and 
method of Hirose, such that Hirose's data receiving apparatus 6 of figure 1 would 
include the decryption device figure 5 of Liu. One would have been motivated to modify 
Hirose's system as such in order to provide use of secure data to only authorized users 
by deterring cipher-attack methods because unauthorized users are faced with 
researching a data storage unit of indeterminable size [column 4, lines 1-2]. 

Referring to claim 14, Hirose as modified teach the method of claim 13. wherein 
the partial decryption of the received data file is performed at a plurality of locations 
spaced apart at a predetermined interval on the digital data file Ffioure 8. column 11. 
lines 1-3 of Hirosel. 

Referring to claim 15, Hirose as modified teach the method of claim 13, further 
comprising storing the partially decrypted data file in a data storage medium or a digital 
data player [column 9. lines 18-21 of Hirosel. 
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Referring to clainn 16, Hirose as nnodified teach the method of claim 13. further 
comprising decrypting the remainder of the partially decrypted data file fcolumn 9. lines 
24-28 of Hirosel. 

Referring to claim 17, Hirose as modified teach the method of claim 13. wherein 
the received data file is partially decrypted based on a predetermined encryption key 
[column 9. lines 30-32 of Hirosel. 

Referring to claim 18, Hirose as modified teach the method of claim 15. further 
comprising reading the stored data file from the data storage medium or digital data 
player and reproducing the data file at the reguest of a user fcolumn 9. lines 22-28 of 
Hirosel. 

Referring to claim 19, Hirose as modified teach t he method of claim 18. further 
comprising decrypting the data file based on a predetermined encryption key, and 
outputting the decrypted data file to an output line [column 9. lines 30-32. 44-46 of 
Hirosel. 



Referring to claim 20, Hirose as modified teach the method of claim 14. wherein 
the predetermined interval is a multiple or divisor of a buffer size fcolumn 1 1 . lines 46-53 
of Liul. 
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Referring to claim 21 , Hirose teaches a digital data decryption apparatus 
comprising: 

a receiving unit for receiving an encrypted digital data file [ figure 1, DATA 
RECEIVING APPARATUS 6]. 

Hirose does not teach a digital data decryption apparatus comprising: 

• a decryption unit for decrypting a portion of the encrypted data file while leaving 
the remaining portion of the data file encrypted. 

However, Liu discloses a digital data decryption apparatus comprising: 

• a decryption unit for decrypting a portion of the encrypted data file while leaving 
the remaining portion of the data file encrypted [column 9, lines 51-521. 

it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to apply Liu's teaching of partial decrypting to the system and 
method of Hirose, such that Hirose's data receiving apparatus 6 of figure 1 would 
include the decryption device figure 5 of Liu. One would have been motivated to modify 
Hirose's system as such in order to provide use of secure data to only authorized users 
by deterring cipher-attack methods because unauthorized users are faced with 
researching a data storage unit of indeterminable size [column 4, lines 1-2]. 

Referring to claim 22, Hirose as modified teach the apparatus of claim 21 . 
wherein the partial decryption of the received data file is performed at a plurality of 
locations spaced apart at a predetermined interval on the digital data file [figure 8. 
column 11. lines 1-3 of Hirosel. 
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Referring to ciainn 23, Hirose as modified teach the apparatus of claim 22. 
: wherein the predetermined interval is a multiple or divisor of a buffer size [column 1 1 . 
i lines 46-53 of Liul. 

Referring to claim 24, Hirose as modified teach the apparatus of claim 21 . further 
; comprising a data storage medium for storing the partially decrypted data file [column 9. 
] lines 18-21 of IHirosel. 

Referring to claim 25, Hirose as modified teach the apparatus of claim 21 , 
wherein the received data file is partially decrypted based on a predetermined 
; encryption key [column 9. lines 30-32 to Hirosel. 

Referring to claim 26, Hirose as modified teach the apparatus of clam 21 . 
wherein the decryption unit subseouentially decrypts the remainder of the partially 
■ decrypted data file [column 9. lines 24-28 to Hirosel. 

Claims 27-33 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
U.S. Patent No. 5,917,915 to Hirose in view of U.S. Patent No. 5,539.827 to Liu in 
further view U.S. Patent No. 5,867,579 to Saito. 



V 
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Referring to claim 27, Hirose teaches a method for decrypting an digital data file, 
comprising receiving the encrvoted data file f fioure 1 , DATA RECEIVING APPARATUS 
6]. 

Hirose does not teach a method for decrypting an digital data file, comprising: 

• decrypting a portion of the received data file while leaving the remaining portion 
of the data file encrypted: 

However, Liu discloses a method for decrypting an digital data file, comprising: 

• decrypting a portion of the received data file while leaving the remaining portion 
of the data file encrypted [column 9. lines 51-521: 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to apply Liu's teaching of partial decrypting to the system and 
method of Hirose, such that Hirose's data receiving apparatus 6 of figure 1 would 
include the decryption device figure 5 of Liu. One would have been motivated to modify 
Hirose's system as such in order to provide use of secure data to only authorized users 
by deterring cipher-attack methods because unauthorized users are faced with 
researching a data storage unit of indeterminable size [column 4, lines 1-2]. 

Hirose and Liu do not disclose a method for decrypting an digital data file, 
comprising: 

• storing the decrypted data file in a buffer: and 

• reencrvptlng the decrypted data file. 

However, Saito discloses a method for decrypting an digital data file, comprising: 

• storing the decrypted data file in a buffer [column 19-221: and 
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• reencrvpting the decrypted data file Fcolumn 19. lines 19-221. 

It would have been obvious to one of ordinary skill in the art at the time the 
; invention was made to apply Saito's teachings of storing the decrypted data in a file 
] buffer until reencrypting to the system and method of Hirose as modified, such that the 
; data receiving apparatus figure 6 of Hirose would be replaced with the RE- 
: ENCRYPTION device 50 of figure 5 of Saito. One would have been motivated to 
modify Hirose and Liu's system as such to provide for secure storage for sensitive data. 

Referring to claim 28, Hirose as modified teach the method of claim 27. wherein 
. the partial decryption of the received data file is performed at a pluralitv of locations 
■ spaced apart at a predetermined interval on the digital data file [figure 8. column 11, 
: lines 1-3 of Hirose]. 

Referring to claim 29, Hirose as modified teach the method of claim 27. further 
comprising storing the received encrypted data file in a data storage medium of a digital 
data player fcolumn 9. lines 18-21 of Hirose). 



Referring to claim 30, Hirose as modified teach the method of claim 27. further 
comprising decrypting the rennainder of the partially decrypted data file fcolumn 9. lines 



24-28 of Hirosel 
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Referring to claim 31, Hirose as modified teach the method of claim 27. wherein 
the received data file is partially decrypted based on a predetermined encryption kev 
[column 9. lines 30-32 of Hirosel. 

Referring to claim 32, Hirose as modified the method of claim 29. further 
comprising reading the stored data file from the data storage medium and reproducing 
the data file at the reauest of a user fcolumn 9. lines 22-28 of Hirosel. 

Referring to claim 33, Hirose as modified teach the method of claim 32, further 
comprising decrypting the data file based on a predetermined encryption key, and 
outputtino the decrypted data file to an output line fcolumn 9. lines 30-32. 44-46 of 
Hirosel 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly. THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
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shortened statutory period will expire on the date the advisory action is nnailed, and any 
i extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
■ the advisory action. In no event, however, will the statutory period for reply expire later 
: than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or eariier communications from the 
examiner should be directed to Sara Bowes whose telephone number is 703-305-0326. 
' The examiner can normally be reached on 7:30-4:00, Monday - Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R Sheikh can be reached on 703-305-9648. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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